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Abstract

The non-stationary feature-class interaction problem arises in dynamic data
stream environments, where online classifiers avoid frequent label requests by
relying on feature-class interaction assumptions to obtain class information from
unlabeled data, even though these very assumptions may become invalid as
this interaction changes unexpectedly. Clustering-based data stream classifiers
mitigate this by leveraging active learning strategies. However, because these
strategies are integral to the update process, enhancing reliability within the
classifier is typically limited to increasing labeling resources, diminishing the clas-
sifier’s ability to learn from unlabeled data. In this paper we tackle this problem
by decoupling the error-handling concerns from the classifier into a new frame-
work called ARM-Stream, which works as a fail-safe layer that aims to intervene
only when the classifier’s update process would fail, otherwise preserving the
classifier’s original label resource usage patterns. ARM-Stream’s architecture,
defined through abstract modules, ensures easy integration across different clas-
sifiers and easy customization and extension of its modules. To the best of our
knowledge, ARM-Stream is the first error recovery framework for clustering-based
data stream classifiers. As a study case, we test the framework over three classi-
fiers: MINAS [1], CDSC-AL [2], and ECHO [3], chosen for their differing update
process. An off-the-shelf source code library for the framework is provided.
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1 Introduction

Classifier design uses learning algorithms to estimate class probabilities from labeled
samples. Traditional methods assume a stationary distribution, requiring only a
single estimation [4-6]. However, with modern data streams often generated by non-
stationary distributions, incremental learning models have become advantageous for
their adaptability [7-11]. Clustering-based data stream classifiers stand out as they
allow updates with unlabeled data [1-3, 12-19]. These classifiers update a model com-
posed of cluster summaries by generating and categorizing new clusters as extensions
of known classes or the emergence of new ones. However, these classifiers face the
problem of having to infer class information from unlabeled data through assumptions
about the relationship between the data distribution and classes posterior probabili-
ties, even though this very relationship is subject to unexpected changes [7, 20]. We
refer to this issue as the non-stationary feature-class interaction problem.

Classifiers often tackle the problem by embedding active learning strategies [21,
22] to acquire additional label information, improving update reliability [2, 3, 15,
16, 18, 19, 23]. However, these strategies are often defined as an inherent part of
the classifier’s update process, limiting their reuse across different classifiers. As a
result, new classifiers frequently need to be developed from scratch to address similar
issues, making it difficult to share or generalize improvements. Moreover, improving the
update process reliability without redefining the classifier is often limited to increasing
the label consultations, diminishing the potential to learn from unlabeled data.

To address these limitations, we introduce ARM-Stream, a classifier-independent
framework that serves as an external error recovery layer for clustering-based data
stream classifiers. ARM-Stream operates by detecting when a classifier’s update pro-
cess is likely to fail and intervenes selectively, applying error correction strategies. i@

ARM-Stream’s architecture is defined through abstract modules, allowing easy
integration with different clustering-based data stream classifiers. This modular design
provides a high degree of customizability and extensibility, thus, while reference imple-
mentations are provided for the framework modules, new implementations can be
proposed and easily incorporated.

ARM-Stream contributes a novel solution to error recovery in clustering-based
data stream classifiers by decoupling error handling from the update process itself,
which, to our knowledge, has not been addressed in prior work. As a demonstra-
tion of ARM-Stream’s applicability, we validate the framework with three different
classifiers—MINAS [1], CDSC-AL [2], and ECHO [3]—chosen for their varied update
mechanisms and distinct approaches to clustering. The experimental results provide
robust evidence of ARM-Stream’s efficacy and efficiency across multiple classifiers and
datasets 1.

1The datasets and source code used in the experiments are available in these public repositories:
https://github.com/douglas444/arm-stream-framework and https://github.com/douglas444/arm-cdsc-al.
The ARM-Stream framework source code integrates natively with classifiers written in Java and provides
an HTTP interface for those implemented in other languages, such as Python.


https://github.com/douglas444/arm-stream-framework
https://github.com/douglas444/arm-cdsc-al

1.1 Paper Organization

The paper is organized as follows: Section 2 describes the main clustering-based
data stream classifiers in the literature. Section 3 outlines definitions relevant to
our approach, while Section 4 details the ARM-Stream framework, its modules, and
the reference implementations. Section 5 describes the evaluation methodology, and

Section 6 presents experimental results. SECHONMINAISCUSSCSNTNCITAINEWOTKISCOPE .-

Section 8 concludes with insights and future research directions.

2 Related Works

This section presents an overview of the cluster categorization methods used in
clustering-based data stream classifiers, focusing on their theoretical limitations. We
divide these classifiers into two groups: those that employ a semi-supervised learning
algorithm in their update process [3, 12, 15, 18], and those that utilize unsupervised
novelty detection algorithms [1, 2, 14, 16, 17].

In the semi-supervised scenario, the clustering is performed over a buffer of partially
labeled data by minimizing the impurity among the labeled instances inside the same
cluster and the dispersion of the cluster’s instances. If the clustering algorithm fails
at building a complete pure cluster in terms of labeled data, the approach may assign
multiple labels to the cluster, weighting each label by frequency within the cluster
3, 12, 15].

In this scenario, the miscategorization of a cluster happens when the labeled
portion of the data does not represent the actual cluster distribution. Suppose the clus-
tering assumption [20] fails and instances from different classes get clustered together.
In that case, the strategy can only address the problem if each class in the cluster has
at least one of its instances labeled. Since the approach labels the instances before the
clustering process, there’s no guarantee that each cluster will contain enough labeled
data to represent its inner distribution.

In the unsupervised scenario, a novelty detection procedure detects patterns within
a buffer of unlabeled data. Some algorithms handle only one pattern per buffer, relying
on indicators that identify a single cohesive cluster [14], while others detect multiple
patterns via unsupervised clustering [1, 2, 16, 17]. Categorization is based on similarity
to previously labeled clusters, marking sufficiently similar clusters as extensions of
known classes and distinct ones as novel. However, these methods depend on clustering
and low-density assumptions [20], which can fail, leading to impure clusters or clusters
of different classes getting close to each other or clusters of the same class being apart
by low-density regions of the feature space.

To evaluate ARM-Stream, we selected MINAS [1], CDSC-AL [2], and ECHO [3].

MINAS relies exclusively on unsupervised novelty detection algorithms for adjust-
ing its learning model. If a cluster is categorized as a novelty, MINAS treats it as a
novel pattern. Instances from the data stream explained by such clusters are classified
with the respective pattern number, as MINAS does not obtain class information.

CDSC-AL also utilizes an unsupervised novelty detection algorithm to categorize
the clusters. However, CDSC-AL uses the predicted category to guide a strategy that
selects and labels a fixed percentage of instances from the clustered instances. These



labeled instances are then propagated to all clusters before they are added to the
model.

Unlike MINAS and CDSC-AL, ECHO utilizes a semi-supervised clustering algo-
rithm to adapt its learning model. Even though ECHO uses labeled data, it also keeps
a buffer of unlabeled data only, composed of instances the learning model could not
explain. When this buffer reaches its maximum size, an unsupervised novelty detection
algorithm is applied to detect and declare a new class’s emergence.

These three classifiers cover different integration scenarios, from unsupervised to
semi-supervised models, allowing full assessment of ARM-Stream’s capabilities.

3 Preliminary

This section presents the main definitions required to describe the proposed approach.

3.1 Concept drift and evolution over data streams

[24, 25].

. Each instance is also linked to a data
class ¢, which is unknown but can be queried at a specific labeling cost [13].

In dynamically changing environments, the data stream is non-stationary, mean-
ing its underlying distribution can change over time. This phenomenon, known as
concept drift, can occur unexpectedly and take various forms, altering the input data
characteristics or the relationship between the data and their classes [7, 24].

7, 8]
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where py(X) is the distribution of features in the timestamp ¢, and p;(c|X) is the
posterior probability of class ¢ in the timestamp ¢.

13, 25].

3.2 Active learning

Classification tasks require sufficient labeled data for effective training, but not all
instances are equally valuable [21, 22]. For example, instances near decision edges may



provide more training value than those clearly belonging to a class. This suggests that
the quality, as well as the quantity, of labeled data impacts training. To address high
labeling costs, active learning strategies aim to reduce the required labels by actively
selecting the most valuable instances for training.

An active learning system typically includes a query system for identifying these
key instances and an oracle to label them, adapting the process to different needs and
scenarios [21, 22].

3.3 Bayes classifier, Bayes error, and Grouped Error Estimate

The input data of a classifier is an instance of a random vector X [6]. Each random
variable of X represents one of the D features of the objects of classification. Many
instances of X represent a distribution of the vector in the D-dimensional feature
space. The data classes are different distributions of X, each characterized by its
density function. The probability density function that characterizes the distribution
of class ¢; in the feature space is called the conditional density of class ¢ and is expressed
as p(X|¢;). The density function that considers all M classes in the feature space is
called the unconditional density function of X, and is given by [6, 26]:

M
ZP(X|CJ) ‘p(cj),
j=1

where p(c;) is the prior probability of class c;.

If we consider that the prior probability and the conditional density of all classes
are known, the real probability p(c;|x) of an instance x of X belonging to a class ¢;
can be calculated by [6]:

p(l‘|C¢) '])(Cl') (3)
S p(ales) - pley)

A discriminant function calculated from an inequation of the real probabilities of
the different classes defines the Bayes classifier [6].

The classification risk of an instance x is calculated as r(x) = 1 —p(c|x), where ¢ is
the class with the highest probability. The Bayes error, R, is the expectation of r over
the random vector X, representing the minimum error achievable for any classifier. It
remains above zero when there’s a non-zero probability of an instance belonging to
multiple classes. When the class density functions are unknown and labeling is costly
R can be estimated through the Grouped Error Estimate [27, 28].

pleilr) =

BIEEXY (27]. In scenarios where p(c|X’) is unknown, a non-parametric approximation
#(X') of 7(X') is used [27, 28], resulting in the following formula for estimating R [27]:

In this case, the randomness of R comes from two sources: one from the estimate
7(X') of r(X'), and the other from X’[6].



4 Proposed Approach

Clustering-based data stream classifiers rely on a predefined hypothesis to categorize
each cluster as either an extension of a known class or the emergence of a new one,
before using it to update the decision model. To address the non-stationary feature-
class interaction problem without being tied to any specific classifier, we abstract this
decision rule as an abstract module named base-categorizer, focusing on improving its
accuracy by intercepting clusters and correcting potential miscategorizations before
the miscategorized clusters are used to update the learning model.

The error recovery framework proposed is called ARM-Stream (Active Recovery
of Miscategorization in Clustering-Based Data Stream Classifiers). The framework
was built to meet the following criteria: (i) to be memory and computation-efficient,
minimizing the impact on the classifier’s performance; (ii) to detect errors with high
precision, optimizing label usage; and (iii) to be customizable and extensible, allowing
adaptation to various inductive biases.

ARM-Stream operates using a two-level active learning strategy. Instead of query-
ing samples directly from the data stream, it evaluates clusters generated by the
classifier’s update process. It first identifies clusters likely to be miscategorized and
then queries for the most informative instances in the context of the cluster’s inner
distribution. The two-level active learning strategy, shown in Fig. 1, efficiently tar-
gets labeling resources toward clusters, the core elements of the update process of
clustering-based data stream classifiers.

For each cluster:

Queries for the Queries for the For each instance:
most uncertainty | . . P Provides the
@ most informative
clusters . true label
instances

Data disposed
in cluster format Cluster-level Instance-level Oracle

Query Strategy Query Strategy

Two-level Query Strategy

Fig. 1 The general flow of the proposed two-level active learning strategy.

As an implementation of the two-level active learning strategy, ARM-Stream needs
to define two query strategies: one for querying the clusters and another for selecting
informative data points within those clusters.

To query the instances of a cluster, ARM-Stream employs a query strategy that
selects the K most informative instances. The labels of these instances are queried and
used to re-categorize the cluster.

The categorization hypothesis used to compose the two-member committee with
the base-categorizer is abstracted in a module called meta-categorizer. The meta-
categorizer receives this name because, instead of keeping a learning model of its own,



it relies on the learning model kept by the base classifier to define its decision rule.
In this way, it avoids the memory and computational complexity of a new learning
model. However because the base-categorizer is likely to already consider the learning
model in its own decision rule, the meta-categorizer needs to significantly diverge in
the statistical approach, ensuring the contrasting perspectives in the committee.

The selection of the K most informative instances is managed by the active-
categorizer, which guides ARM-Stream’s instance-level queries within each queried
cluster. Together, the two-member committee and the active-categorizer forms ARM-
Stream’s two-level query strategy.

While defined in terms of the meta and active categorizers, ARM-Stream is
decoupled from the actual implementation of these modules, allowing custom imple-
mentations to accommodate various classifier designs and inductive biases.

A clustering-based data stream classifier is compatible with the framework if it
presents the following characteristics:

® At some point in the flow of the classifier, a valid cluster of unlabeled or partially
labeled data is made available.

A base-categorizer can be defined, meaning that, at some point in the update process
of the classifier, a cluster will be used to update the model representing either the
extension of a known class or the emergence of a new one.

The composition of the learning model of the classifier includes a set of cluster
summaries representing the known classes. We refer to this set as the data class
summary.

When the cluster is assigned to a known class, we consider that the base-categorizer
categorized it as “known”, otherwise as “novelty”. Clusters categorized as something
else, like noise, are not considered. We refer to the moment when the base-categorizer
categorizes a cluster as the interception point. ARM-Stream works as an interceptor,
called at the interception point. It receives as input the cluster, the category predicted
by the base-categorizer, and the data class summary.

Following, we describe in detail the meta-categorizer and active-categorizer mod-
ules. We also present reference implementations for both modules.

4.1 The meta-categorizer module

When a new cluster is intercepted, the meta-categorizer receives the target cluster
and data class summary as inputs and outputs the predicted category. It can use any
decision rule to categorize a cluster as concept evolution or drift, provided it employs
a different hypothesis than the base-categorizer to ensure diverse perspectives.
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Following, we present the reference implementations for the meta-categorizer
module.

4.1.1 Meta-categorizer reference implementations

The meta-categorizers in this paper are based on a new assumption: if #(X’), an esti-
mate of (X”) (see Section 3.3), indicates that the Grouped Error Estimate R exceeds
a threshold, the cluster is more likely to belong to an unknown class than to a known
one. The assumption comes from the fact that high Bayes error regions yield less clas-
sification information compared to low Bayes error regions [6, 26-28]. Consequently,
if a cluster lacks sufficient classification information about known classes, we assume
it is more likely to belong to an unseen class.

To implement a meta-categorizer based on the Grouped Error Estimate, a classi-
fication rule for estimating r(X’) must be defined. To avoid the computational and
memory overhead of training a new model, the meta-categorizer needs to rely on data
class summary to define the decision rule.




While this rule may appear simplistic, it serves as a foundational implementa-
tion for using the Grouped Error Estimate, offering a straightforward way to test its
applicability in novelty detection.

Following, we present the mathematical development of the formula to calculate
the Grouped Error Estimate of a cluster using the 1-NN of cluster summaries.

In the context of the 1-NN classification rule, the estimate p(x|c;) of the probability
p(x|e;) of an instance x given a class ¢; is given by [27, 28]:

plxlei) =

Li(z) )

Accordingly with [27, 28], L;(x) can be given by:

2-d(z,7;)P - 7P/?
where d is the euclidean distance function, D is the dimensionality of the feature space,
T; is the centroid representing the class Ci, and I‘ is the gamma function, defined as
(n)=(n-1)ifneZs, oras'(n fo L. e72dx, if n € Ry, where n is the
input value for the function.

The estimate p(¢;) of p(c;) is given by [27, 28]:

—
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where M is the number of classes the data class summary knows.

Using equations 5, 6, and 7, the unconditional density function can be estimated
as follows (See Section 3.3):
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where d~! represents the inverse Euclidean dlstance function.
Based on Equations 3 and 8, the probability p(c; | ) of an instance belonging to
class ¢; is estimated as:
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This simplifies to:
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The classification risk r(x) for an instance x being classified as ¢; is estimated by:

Plx) =1—p(e; | z) (10)

From Equation 9, 10 and 4, we propose the first meta-categorizer, referred to as
1-NN Average Risk (NNAR).

The NNAR technique computes the Grouped Error Estimate of a cluster by mea-
suring the distance from each instance to all centroids in the data class summary. It
applies equations 9 and 10 to determine each instance’s classification risk, averaging
these with equation 4. If the average risk exceeds a threshold, the cluster is categorized
as “novelty”; otherwise, it is “known”.

NNAR computes distances s-n times, where s is the number of centroids and n is
the number of instances. To reduce computations, we propose the 1-NN Centroid Risk
(NNCR), which estimates the Grouped Error Estimate by calculating the classification
risk of the cluster’s centroid using only equations 9 and 10. This method assumes
r(X') = r(2’) (centroid of X’) and reduces computations to s times. ISOTNTSHGH

We also propose variations of NNAR and NNCR that modify Equation 8 to include
both centroids and the clusters’ standard deviations. This adjustment scales the dis-
tance between the centroid and the target instance by the corresponding standard
deviation. The classification probability is given by:

—1 r— —
ples | 2) = e 0 T
ijl[d_l(x,xj) 10y P
where o; ! is the inverse standard deviation of class ¢;. The classifier represented by
Equation 11 is called the First Nearest Denser Neighbor (1-NDN), while the variations
are named 1-NDN Average Risk (NDNAR) and 1-NDN Centroid Risk (NDNCR). This
approach is based on the low-density assumption [20], suggesting that denser clusters
are less likely to be near the decision boundary, leading to better class characterization.
A summary of the proposed meta-categorizers is presented in Table 1.
The classification risk of an instance ranges from 0 to 1 — ﬁ Since the Grouped
Error Estimate of a cluster is the mean classification risk of its instances, it also lies

l]D

(11)
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Table 1 Proposed meta-categorizers.

Meta-Categorizer Grouped Error Estimate Equations
NNAR Average 1-NN classification risk of the cluster. 9, 10 and 4
NNCR 1-NN classification risk of the cluster’s centroid. 9 and 10

NDNAR Average 1-NDN classification risk of the cluster. 11, 10 and 4
NDNCR 1-NDN classification risk of the cluster’s centroid. 11 and 10

within this interval. The categorization threshold ¢ can be defined as t = (1 — %) .
factor, where factor is a parameter between 0 and 1.

A key consideration is the behavior of the classification probability estimate (Eq. 9)
in high-dimensional spaces. When a single class ¢; reaches the classification probability,
the inverse distance d~!(z,7;) to the nearest centroid of ¢; is the maximum among

all classes. Thus, as dimensionality D increases, we have limp_, % =1,
leading the classification probability estimate to approach 1 and the classification
risk to approach 0. Consequently, for high-dimensional datasets, the Grouped Error
Estimate compresses close to zero, making it difficult to effectively define the threshold
separating low and high estimates.

To mitigate this issue, we replace D with 1 in Equations 9 and 11. This adjustment
maintains consistent threshold values across datasets of varying dimensionality.

4.2 The active-categorizer

Whenever the base-categorizer and the meta-categorizer diverge about the category
of a cluster, the active-categorizer is called. The active-categorizer is responsible for
querying the data at the instance-level. The module also categorizes the cluster using
the label information obtained.

Following, we present the reference implementations for the active-categorizer
module.

4.2.1 Active-categorizer reference implementations

We propose two different implementations for the active-categorizer. Both implemen-
tations select K instances of the cluster to be labeled, where K is a parameterized
value. After selecting instances, the cluster is categorized by considering the majority
class among the labeled instances. If the majority belong to a known class, the clus-
ter is categorized as “known”, otherwise as “novelty”. The implementations are called
the Majority of the K Centroid Neighbors (MKCN) and the Majority of the K Ran-
dom (MKR). The implementations differ from each other by the way each one selects
the instances to be labeled. MKCN active-categorizer selects from the cluster the K
instances more close to the centroid to be labeled. MKR active-categorizer selects K
random instances in the cluster to be labeled.

The hypothesis for the MKCN active-categorizer is that instances close to the
centroid of the cluster provide more information about the cluster distribution and,
consequently, are adequate for indicating the category that results in less inference

11



error. The hypothesis for the MKR is that all instances inside the cluster have the
same informational value.

4.3 Time complexity

To calculate the Grouped Error Estimate for a given cluster, the NNAR and NDNAR
meta-categorizers compute the Euclidean distance of every cluster’s instance to every
centroid obtained from the data classes summary. So, the time complexity of NNAR
and NDNAR is O(n x s x D), where n is the number of instances inside the cluster,
s is the number of centroids in the classes summaries, and D is the dimensionality of
the data.

The NNCR and NDNCR meta-categorizers calculate the Grouped Error Estimate
of a given cluster by first computing the cluster’s centroid and then computing the
distance of the obtained centroid to every centroid in the class summaries. The time
complexity to compute the cluster’s centroid is O(n x D), while the time complexity to
compute the distance of the obtained centroid to every centroid in the class summaries
is O(s x D). So, the final time complexity of NNCR and NDNCR is O(D x (s +n)).

To select which cluster’s instances to ask the oracle for the label, the MKCN active-
categorizer starts by computing the cluster’s centroid. This procedure presents a time
complexity of O(n x D). After the centroid is computed, the method calculates the
distance of the centroid to every cluster’s instance while keeping track of the K closest
instances. The distance computation and the selection of the K instances closer to
the centroid have a time complexity of O(n x (K + D)). After the K instances are
selected, each one is labeled by the oracle. Considering that an instance labeling by the
oracle has the constant cost of O(1), the time complexity of labeling the K selected
instance is O(K). So, the final time complexity of the MKCN active-categorizer is
O(n x (K + D)).

The MKR active-categorizer chooses at random K cluster’s instances to be labeled
by the oracle. Since choosing an instance at random has a constant cost O(1), the
time complexity of the MKR active-categorizer is O(K).

5 Evaluation Strategy

This section describes the evaluation strategy for ARM-Stream, defining two inte-
gration methods: tight integration, the standard approach, and loose integration, a
non-intrusive method that preserves the base classifier’s original behavior. We then
present the evaluation measures used to assess the framework.

5.1 Integration with Clustering-Based Classifiers

ARM-Stream can be integrated with clustering-based data stream classifiers in two
different ways: tight and loose integration.

5.1.1 Tight Integration

Tight integration is the standard way to integrate the framework into a base classifier,
as described in Section 4. In this setting, the base classifier is modified to bypass the

12



base-categorizer’s decision whenever the active-categorizer is called, instead relying on
the active-categorizer’s prediction.

Because this integration helps keep the learning model more consistent, the base-
categorizer is expected to perform better by itself, as a more consistent learning model
benefits the module directly, reducing miscategorizations and consequently the very
need for ARM-Stream interventions, especially if new classes stop emerging. Because
ARM-Stream also relies on the learning model through the meta-categorizer, it will
also benefit from the interventions. Because of this self-impact, we propose the loose
integration for isolated evaluation of the framework.

5.1.2 Loose Integration

In the loose integration, the baseline classifier’s behavior remains unchanged. The
active-categorizer’s outputs are used for evaluation only. The true category is compared
with those predicted by the base-categorizer, meta-categorizer, and active-categorizer.
The goal is to assess ARM-Stream without altering the classifier’s original behavior.

5.2 Evaluation Measures

A cluster may be categorized as “known” or “novelty.” The true category is determined
based on the learning model’s state at the interception point. If most instances belong
to known classes, the cluster is “known”; if they belong to unknown classes, the cluster
is “novelty.”

When a new cluster is generated, a categorization has two possible outcomes:
hitting or missing the correct category. Let S be the set of the possible outcomes

5 = {11 1fiss}. The outcome of a categorizer @ for a cluster g can be represented

Let’s consider N the set of all generated valid clusters whose true category is “nov-
elty”, and K the set of all generated valid clusters whose true category is “known”. We
can calculate the base-categorizer categorization sensitivity (Se) and categorization
specificity (Sp) as shown in the equations 15 and 16, respectively.

13



Cn(Hit)
CN(Hit) + CN(M’LSS)
Ck (Hit)
CK(Hit) + CK(MiSS)

The final categorization performance measures, which account for miscategoriza-
tions corrected by ARM-Stream and any potential categorization errors, are called
final sensitivity (Sey) and final specificity (Spy), calculated through the Equations
17 and 18 respectively. These final measures can be directly compared to the Se and
Sp to determine the exact improvement in categorization accuracy for each cluster
category independently.

Se =

(15)

Sp = (16)

Cn(Hit) — Cn(Hit, Miss, Miss) + Cn(Miss, Hit, Hit)
Cn(Hit) + Cn(Miss)

Ck(Hit) — Cn(Hit, Miss, Miss) + Cn(Miss, Hit, Hit)
CK(HZt) + CK(MiSS)

To evaluate the overall error recovery considering £ the set of all valid clusters, given

by ¢ = N UK, we calculate the error recovery rate (ErrRec) using Equation 19. This

measure represents the proportion of miscategorizations corrected by ARM-Stream
relative to the total number of miscategorizations.

Sef = (17)

Spy = (18)

Ce(Miss, Hit, Hit)
C¢(Miss) + Ce(Hit, Miss, Miss)
To evaluate ARM-Stream efficiency, we calculate the false positive ratio (FPR)
through equation 20. This measure represents the percentage of clusters that, despite
being correctly categorized by the base-categorizer, were unnecessarily queried by
ARM-Stream, in relation to the total number of correctly categorized clusters by the
base-categorizer.

ErrRec =

(19)

Ce(Hit, Miss)
Cg (H it)
We define the L and Ly measures to quantify ARM-Stream’s impact on label

queries. L represents the proportion of samples whose labels were queried by the base

classifier’s update process, while L includes label queries from both the base classifier’
update process and ARM-Stream.

FPR = (20)



6 Experiments

In this section, we analyze ARM-Stream in the context of three different clustering-
based data stream classifiers from the literature: MINAS [1], CDSC-AL [2], and ECHO
[3]. We start by describing the benchmark datasets used in the experiments. Then, we
describe the baseline results of three base classifiers. In sequence, we evaluate ARM-
Stream by setting up a loose integration experiment for each base classifier. [AffeTRNa0
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Experiments were conducted using four benchmark datasets: MOA3 and Syn, syn-
thetic datasets, and KDD99 and covtype, real-world datasets. Table 2 includes columns
for the number of instances and classes for training and test phases. If no initial train-
ing is required, the classifier is applied to the entire dataset. Additional dataset details
are provided in Appendix B.

Table 2 Benchmark datasets

Training Test
Dataset  Dimensionality  #Instances #Classes #Instances #Classes
MOA3 4 10000 2 90000 4
Syn 40 40000 7 360000 20
KDD99 34 48993 2 444619 5
covtype 54 47045 2 522911 7
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6.2 Baseline results

Tables 3, 4, and 5 summarize the baseline results of MINAS, CDSC-AL, and ECHO
respectively. The #Nowvelty column shows the number of true novelty clusters gen-
erated, while the #Known column indicates the true known clusters. The L column
represents the percentage of label consultations made by the classifier’'s update pro-
cess (excluding those from the initial training phase). The Se and Sp columns reflect
the base categorizer’s performance in classifying the generated clusters.

Details about the definition of the base-categorizers and the the parameter
configuration for the base classifiers are presented in Appendix C and D, respectively.

Table 3 MINAS’ baseline results

#Novelty #Known L Se Sp
MOA3 108 367 0% 100% 0.54%
Syn 25 9 0% 56% 100%
KDD99 39 525 0% 82.05%  49.90%
covtype 201 1042 0% 88.55%  29.55%

Table 4 CDSC-AL’s baseline results

#Novelty #Known L Se Sp
MOA3 1 30 10% 100%  83.60%
Syn 20 398 10% 0% 100%
KDD99 3 6928 10% 0% 96.49
covtype 7 39019 10% 0% 93.64%

Table 5 ECHO'’s baseline results

#Novelty #Known L Se Sp
MOA3 44 9411 11.59%  100% 100%
Syn 16 37404 1.51% 100%  99.99%
KDD99 29 4265 4.47% 100%  99.08%
covtype 221 15673 16.04% 100%  98.30%

6.3 Loose Integration Results

This section presents the results of applying ARM-Stream to MINAS, CDSC-AL and
ECHO in the loose integration setting. For MINAS and ECHO, ARM-Stream was
set with the 1-NDN Centroid Risk meta-categorizer (NDNCR). For CDSC-AL, ARM-
Stream was set with the the 1-NDN Average Risk meta-categorizer (NDNAR). For all
classifiers, the active-categorizer used was the Majority of the K Centroid Neighbors
(MKCN).
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The meta-categorizer and active-categorizer combinations were chosen based on
a comparison between the performance of the different implementations, which is
presented in Appendix F and G. The threshold factor used in the experiments was
decided through an analysis presented in Appendix E.

Table 6 presents the results of ARM-Stream integrated with MINAS. On the
KDD99 dataset, ARM-Stream achieved the highest error recovery, correcting 97.03%
of the miscategorizations made by MINAS’ base-categorizer, while querying only
0.067% of the samples and maintaining a false positive rate of 12.92%. The lowest
error recovery was observed on the Syn dataset, where 45.45% of miscategorizations
were corrected. However, this dataset also yielded the best false positive rate of 0%
and required minimal label querying, increasing the labeled data by only 0.001%.

Table 6 Results of the Loose Integration with MINAS.

Se Sp L Sey Spy Ly ErrRec FPR
MOA3 100% 0.54% 0% 100% 87.19%  0.37% 87.12%  14.54%
Syn 56% 100% 0% 76% 100% 0.001%  45.45% 0%

KDD99 82.05% 49.90% 0% 82.06% 99.80% 0.067%  97.03%  12.92%
covtype 88.55%  29.55% 0% 89.05% 77.83%  0.12% 66.79%  26.54%

Table 7 presents the results of ARM-Stream integrated with CDSC-AL. On the cov-
type dataset, ARM-Stream achieved the highest error recovery, correcting 99.11% of
the miscategorizations made by CDSC-AL’s base-categorizer, increasing labeled sam-
ples from 10% to 10.5% and the lowest false positive rate of only 0.002%. Conversely,
the lowest error recovery was observed on the MOA3 dataset, where ARM-Stream
recovered 60% of miscategorizations with a false positive rate of 1.92% and an increase
in labeled samples from 10% to 10.007%.

Table 7 Results of the Loose Integration with CDSC-AL.

Se Sp L Sey Spy Ly ErrRec FPR
MOA3  100% 83.60% 10% 100% 93.44%  10.007% 60% 1.92%
Syn 0% 100% 10%  95% 100% 10.071% 95% 66.83%

KDD99 0% 96.49% 10% 0% 99.94%  10.055%  97.15% 0.77%
covtype 0% 93.64% 10% 0% 99.96% 10.5% 99.11%  0.002%

Table 8 shows ARM-Stream’s performance with ECHO. On the KDD99 dataset,
ARM-Stream achieved the highest error recovery, correcting 46.15% of miscatego-
rizations made by ECHOQO’s base-categorizer. This result required a slight increase in
labeled samples, from 1.57% to 1.517%, and the lowest false positive rate of 0.86%.
In contrast, the lowest error recovery occurred on the Syn dataset, where no miscat-
egorizations were corrected, yielding the minimal false positive rate of 0.07% and a
slight labeling increase from 4.47% to 4.48%. For the MOA3 dataset, ECHO’s base-
categorizer made no errors and ARM-Stream appropriately minimized its queries,
resulting in a low false positive rate of 0.09%.
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Table 8 Results of the Loose Integration with ECHO.

Se Sp L Sey Spy Ly ErrRec  FPR

MOA3  100% 100% 11.59%  100% 100% 11.60% - 0.09%

Syn 100%  99.99% 1.51% 100%  99.99% 1.517% 0% 0.07%
KDD99 100% 99.08%  4.47% 100%  99.50%  4.48% 46.15%  0.86%
covtype 100% 98.30% 16.04% 100% 98.93% 16.06% 37.21%  0.13%

The results from the loose integration indicate that ARM-Stream effectively recov-
ers a substantial portion of miscategorizations while minimizing queries in instances
where the base-categorizer performs well independently. For ECHO, despite its already
high categorization accuracy, ARM-Stream demonstrated a strong error-recovery
capability, retrieving a considerable portion of the base-categorizer’s errors. This was
achieved with high query precision, minimal labeling increase, and a false positive
rate below 1% for all datasets, highlighting ARM-Stream’s ability to avoid label
consultations when the classifier’s update process performs well by itself.

6.4 Results of Tight Integration with MINAS
This section presents the results of ARM-Stream’s tight integration with MINAS.

In the case of MINAS, the AUT includes both the time required by the “Algorithm
for Detection of Novelty Patterns or Extensions” described in the original paper [1],
and the time taken by ARM-Stream to intercept the clusters generated during this
process. Table 10 shows the categorization results for MINAS A RM-Stream -

As seen in Table 9, MINASARM-Stream produced fewer novelty clusters, which
is expected since by labeling certain instances, ARM-Stream provides MINAS with
information on previously unknown classes.

Table 9 Comparison between the number of clusters generated by MINAS and
MINASARM—Stream

MINAS MINASARM-Stream
#Novelty #Known AUT(ms) #Novelty #Known AUT(ms)
MOA3 108 367 462.57 2 473 436.85
Syn 25 9 990.25 19 15 908.60
KDD99 39 525 691.85 5 559 844.71
covtype 201 1042 1074.8 4 1511 1115.89

Table 10 shows that MINASARM-Stream achieved its lowest error recovery rate of
93.59% with the covtype dataset. The highest false positive rate occurred with the Syn
dataset at 6.89%, where ARM-Stream successfully recovered 100% of miscategoriza-
tions. Overall, tightly integrating ARM-Stream with MINAS resulted in more reliable
cluster categorization, maintaining a very low false positive rate.
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Table 10 Performance of MINASARM-Stream

Se Sp L Sey Spy Ly ErrRec FPR  Latency
MOA3 100% 67.23% 0% 100% 100% 0.17% 100% 0.62% 1.35%
Syn 73.68% 100% 0% 100% 100% 0.001% 100% 6.89% 0.04%
KDD99 40% 72.98% 0%  40%  99.82%  0.034%  97.40%  0.73% 0.27%
covtype 100% 57.67% 0% 100% 97.28%  0.11% 93.59%  1.48% 1.53%
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Table 11 Comparison between the number of clusters generated by ECHO and

ECHOARM-Stream

ECHO ECHOARM—Stream
#Novelty #Known  AUT(ms) #Novelty #Known AUT(ms)
MOA3 44 9411 22.55 44 9411 26.29
Syn 16 37404 96.83 16 37404 104.31
KDD99 29 4265 22.87 46 8931 62.52
covtype 221 15673 21.55 246 25866 40.60

Table 12 Performance of ECHO ARM-Stream

Se Sp L Sey Spy Ly ErrRec FPR  Latency

MOA3  100% 100% 11.59%  100% 100% 11.60% - 0.09%  15.80%
Syn 100%  99.99% 1.51% 100%  99.99% 1.517% 0% 0.07% 2.82%
KDD99 100% 99.66% 5.753% 100% 99.73%  5.754% 20% 0.01% 2.72%
covtype 100%  99.23%  15.04% 100%  99.26%  15.05% 4.02% 0.05% 3.42%

7 Scope and Applicability




8 Conclusion and Future Work

In this paper, we addressed the non-stationary feature-class interaction problem in the
context of clustering-based data stream classifiers by proposing a customizable and
extensible error recovery framework called ARM-Stream.
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recovery tool, able to improve the reliability of clustering-based data stream classifiers
while preserving their advantage of being able to learn changes in the distribution of
the stream through unlabeled data.
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Appendix A NNAR and NNCR Meta-categorizer
Algorithms

Algorithm 1 Meta-Categorizer NNAR
Require: Cluster - target cluster; S - data classes summary; 7" - threshold;
Ensure: Category - predicted category;

1: RiskSum < 0

2: for Each instance I; in Cluster do

3: MazInverseDistance < 0

4: InverseDistSum < 0

5: for Each class C; in S do

6: Distance < DistanceToClosestCentroid(I;, Sciass=c;)

7 InverseDistance < m

8: if InverseDistance > MaxInverseDistance then

9: MazxInverseDistance < InverseDistance

10: end if

11: InverseDistSum < InverseDistSum + InverseDistance
12: end for

13: Probability «+ M ‘;ii Z;’;;Eiﬁ’gi%we

14: Risk <~ 1 — Probability

15: RiskSum < RiskSum + Risk

16: end for

17: GroupedErrorEstimate <— %
18: if GroupedErrorEstimate > T then
19: Category <+ Novelty

20: else

21: Category + Known

22: end if

23: return Category
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Algorithm 2 Meta-Categorizer NNCR

Require: Cluster —— target cluster; S —— data classes summary; 7" —— threshold;

Ensure: Category —— predicted category;

. Centroid < ComputeCentroid(Cluster);

: MaxInverseDistance < 0;

: InverseDistSum + 0;

: for Each class C; in S do
Distance < DistanceT oClosestCentroid(Centroid, Sciass=c; );
InverseDistance < 1

5
6 ) Distance ) .

7: if InverseDistance > MaxInverseDistance then
8

9

N

MazxInverseDistance < InverseDistance;
end if
10: InverseDistancesSum < InverseDistSum + InverseDistance;
11: end for
12: Probability « MexlnverseDistance,
13: Risk <— 1 — Probability;
14: if Risk > T then
15: Category < Novelty;
16: else
17: Category + Known;
18: end if
19: return Category;

Appendix B Datasets Description

B.1 MOA3

This synthetic dataset was created using the MOA (Massive Online Analysis) software
[30], and used by [25]. Normal-like distributions generated the dataset’s instances.
Each distribution is represented by a 4-dimensional hypersphere that moves in the
hyperspace, generating changes in the classes’ distributions. The stream starts with
two classes, and two more appear during the stream, totalizing four classes in the
dataset. The dataset contains 100.000 instances. The attribute values are between 0
and 1.

B.2 Syn

This synthetic dataset was used by [13], [31], and [25]. It contains both concept drift
and concept evolution. The instances are generated by Gaussian distributions in the
40-dimensional space, with different means (-5.0 to +5.0) and variances (0.5 to 6)
per class. Beyond that, some classes appear and disappear during the stream. The
attribute values are between 0 and 1.
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B.3 KDD99

This dataset in its original format can be found in the UCI dataset repository [32].
It refers to the real problem of real-time automatic detection of cyberattacks. Each
instance of the dataset represents the information about a network connection, clas-
sified as normal, or one of the 22 different types of attack that can be condensed into
five classes. This paper’s version of the dataset corresponds to the 10% version of the
original dataset. Beyond that, we removed 409 instances from the 49402 first instances
to start the stream with only two known classes (“dos” and “normal”). The result-
ing dataset contains a total of 493612 instances. Only the original dataset’s numeric
attributes were considered, totaling 34 attributes normalized to the range [0, 1].

B.4 covtype

This dataset in its original format can be found in the UCI dataset repository [32].
It refers to a real problem of predicting the forest cover type from cartographic infor-
mation such as elevation, slope, soil type, etc. The dataset contains 581.000 instances,
with seven different types of forest cover. Each sample has 54 numeric attributes. All
attributes were used and normalized to the [0, 1] interval.

Appendix C Base-categorizer definition

The base-categorizer, data classes summary, and interception point of MINAS, CDSC-
AL, and ECHO are described in more detail in sequence.

C.1 MINAS

The data classes summary of MINAS [25] is defined as the set of all micro-clusters
assigned to a known class in its classification model at a given moment. Its base-
categorizer is defined as follows: If a cluster is assigned to a known class by the novelty
detection procedure, it is categorized as “known”, otherwise, as “novelty”. Finally, we
define the interception point as the moment after the cluster is categorized.

C.2 CDSC-AL

The data classes summary of CDSC-AL [2] is defined as the set of all the micro-level
cluster summaries kept by the model in the current timestamp. Its base-categorizer
is defined as follows: A cluster is categorized as known if it is merged with historical
clusters during the cluster merge procedure. A cluster is categorized as novelty if not
merged with historical clusters and if its density falls inside the one-sigma distance
from the average density of historical clusters at the timestamp.

C.3 ECHO

The data classes summary of ECHO [3] is defined as the set of all pseudopoints of all
models kept in the ensemble in the current timestamp. Its base-categorizer is defined
as follows: If a cluster comes from the outlier buffer, it is categorized as a “novelty”.
If a cluster comes from the partially labeled window, it is categorized as “known” if
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the class with the highest frequency among the cluster’s labeled instances is known
by the data class summary in its current state. If a cluster comes from the partially
labeled window, it is categorized as “novelty” if the class with the highest frequency
among the cluster’s labeled instances isn’t known by the data class summary in its
current state. A class is known by the data class summary if it contains at least one
pseudopoint where the class appears with the highest frequency.

ECHO presents two interception points. The first interception is defined as the
moment soon before a cohesive cluster is detected in the outlier buffer. The second
interception point is defined as the moment soon before a cluster resultant from the
partially labeled window is summarized in a pseudopoint and used to build a new
model. For both interception points, the cluster and its instance, the data classes
summary in its current state, and the category defined by the base-categorizer compose
the information to be intercepted by the framework.

Since originally ECHO could only detect one new class at a time, we needed to
adapt the ECHO novelty detection algorithm to utilize the same benchmark datasets
for MINAS and CDSC-AL. When ECHO’s outlier buffer reaches its maximum size,
instead of finding one cohesive cluster of unlabeled instances, we modified the proce-
dure to apply a K-Means++ clustering algorithm over the buffer. Each of the resulting
clusters is then categorized as a different novelty pattern added to the separated deci-
sion model. If an instance cannot be explained by ECHO’s ensemble, before sending it
to the outlier buffer, we try to classify the instance using the novelty pattern decision
mode, using the same nearest neighbor approach used by the pre-existing decision rule
for classification using the ensemble.

Appendix D Base classifiers parameter
configuration

D.1 MINAS parameter configuration

In the experiments, the parameters of MINAS [25] were configured as follows. For
all datasets, the number of instances to execute the novelty detection procedure
(TemporaryMemoryMaxSize) was defined as 2000, the number of clusters gener-
ated in the novelty detection procedure (NoveltyDetection NumberO fClusters) was
defined as 100, the minimum number of instances in a cluster (MinimumClusterSize)
was defined as 20 and the window size to forget outdated instances (SampleLifespan)
was defined as 4000. The window size to send micro-clusters from the decision model
to the sleeping memory (MicroClusterLifespan) was defined as 4000. We choose not
to update the micro-clusters at each new instance explained by the model. The clus-
tering algorithm used in the offline phase was CluStream [1, 33], and the K-Means++
for the online phase. The seed used by the random procedures of the K-Means++
algorithm was fixed for all runs. The parameters are listed in Table D1.

The decision rule to verify if a micro-cluster explains an instance was defined as
follows: if the distance between the instance x and the centroid Z; of the micro-cluster
1 is lower than two times the standard deviation o; of the micro-cluster ¢, the instance
is classified. In order words, if the condition d(z,T;) < 2 - 0; is true, the instance x
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Table D1 MINAS’ parameters for all datasets

Parameter Value
TemporaryMemoryMaxSize 2000
NoveltyDetection NumberO fClusters 100
MinimumClusterSize 20
SampleLifespan 4000
MicroCluster Li fespan 4000
IncrementallyUpdate Decision M odel False
Of flineClustering CluStream
OnlineClustering KMeans++

is classified with the class of the micro-cluster i, where d is the Euclidean distance
function.

The decision rule to verify if a target micro-cluster ¢ is the extension of another
micro-cluster j was defined as follows: if the distance between the centroids 7; and
T; is lower than the sum of the standard deviations o; and o;, the target micro-
cluster ¢ is said to be an extension of the micro-cluster j. In order words, if the
condition d(%;,T;) < 0; + 0, is true, the micro-cluster ¢ is considered an extension of
the micro-cluster j.

D.2 CDSC-AL parameter configuration

In the experiments, the parameters of CDSC-AL [2] were configured as follows. For
datasets MOA3, Syn, and KDD99, we used the version of CDSC-AL intended for
gradual concept drift, while for dataset covtype we used the version intended for abrupt
drifts. For datasets MOA3, KDD99, and covtype, the chunk size was set to 2000, while
for dataset Syn it was set to 1000. For all datasets, the percentage of labeled data by
chunk was set to 10%. The parameters are listed in Table D2.

Table D2 CDSC-AL’s parameters by dataset

Paramaters MOA3 Syn KDD99  covtype
ChunkSize 2000 1000 2000 2000
LabeledData 10% 10% 10% 10%
Drifts Gradual  Gradual Gradual — Abrupt

D.3 ECHO parameter configuration

In the experiments, the parameters of ECHO [3] were configured as follows. The
radius of a pseudopoint (Cluster Radius) was set as two times the standard devi-
ation of the respective cluster. For all datasets, the maximum size of the outlier
buffer (FilteredOutlier Buf fer MaxSize) was defined as 2000, the number of clus-
ters generated over the buffer (NumClusters) was defined as 25, the value of
the gamma parameter (Gamma) was defined as 0.5, the active learning threshold
(Active LearningT hreshold) was defined as 0.4, the value of the sensitivity parameter
(Sensitivity) was defined as 0.001, the confidence threshold (Con fidenceT hreshold)
was set to 0.7, the size of the ensemble (EnsembleSize) was defined as 5. The chunk
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(ChunkSize) and window size (WindowSize) was defined as the number of training
instances (#71'raining) divided by the ensemble size for each dataset. The seed used
by the random procedures of the K-Means++ and MCIKmeans algorithms was fixed
for all executions. The parameters are listed in Table D3.

Table D3 ECHO’s parameters for all datasets

Paramaters Value
Cluster Radius 2.0
FilteredOutlier Buf ferMaxSize 2000
NumClusters 25
Gamma 0.5
ActiveLearningT hreshold 0.4
ConfidenceThreshold 0.7
Sensitivity 0.001
EnsembleSize 5
ChunkSize #Training

EgslgmbleSize

raining

WindowSize EnsembleSize

Appendix E Meta-categorizers’ threshold factor
parameter analysis

In this section, we analyze the meta-categorizers’ threshold factor parameters to
select a suitable threshold factor configuration for use in all the experiments. To
do so, we execute MINAS and ECHO in a loose integration scenario with two
benchmark datasets: MOA3 and covtype. For each meta-categorizer, each classi-
fier is executed once for a different threshold factor value. The threshold factor
varies between 0.1 and 1 in steps of 0.1. For each execution, we register the meta-
categorizer categorization specificity (CSp = 7 KnOT;ZiI;Z‘Z:’e Noval ty) and sensitivity

(CSe = 7 Ng;géﬁ‘};’sllzzl(mwn) The obtained results are plotted in Fig. E1 for
MINAS and Fig. E2 for ECHO. For each figure, the subfigures (a), (b), (c), and (d)
refer to the application of the base classifier to the MOA3 dataset. The subfigures (e),
(f), (g), and (h) refer to the application of the base classifier to the covtype dataset.

The results obtained for MINAS over the MOA3 dataset (Fig. E1 (a), (b), (¢) and
(d)) show that for all the meta-categorizers, the C'Se measure kept the performance
of 1 from the threshold value of 0 to 0.8, and then started to decrease at the threshold
value of 0.9 until reaching the performance of 0 at the threshold value of 1. This result
implies that all the meta-categorizers can correctly categorize all the true novelty
clusters generated by MINAS for the MOA3 dataset if the threshold factor is set to
0.8 or a lower value. The graphics also show that the C'Sp grows almost linearly,
meaning that the Grouped Error Estimate of the true known clusters is almost equally
distributed over the range of possible values. As a consequence of that, the greater the
value of the threshold, the better the C'Sp performance.

The results obtained for MINAS over the covtype dataset (Fig. E1 (e), (f), (g) and
(h)) show that for all the meta-categorizers, the C'Se continuously decreased as the
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threshold factor increased. The decrease of C'Se got more significant after the threshold
value of 0.8 for the NNCR and NNAR, and 0.9 for the NDNCR and NDNAR. On the
other hand, the C'Sp increased in an accelerated way as the threshold value increased.
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Fig. E1 Meta-categorizers’ threshold factor parameter analysis for MINAS

The results obtained for ECHO over the MOA3 dataset (Fig. E2 (a), (b), (c) and
(d)) shows that in the interval between 0.4 and 0.8, for all meta-categorizers, both
CSe and CSp reached perfect performance. For the NNCR and NNAR applied to
ECHO over the covtype dataset (Fig. E2 (e) and (f)), any threshold factor value in
the interval between 0.4 and 0.8 is also suitable. However, only C'Se reached maximum
performance, with C'Sp variating between the performance values of 0.8 and 0.9. For
the NDNCR and NDNAR applied to ECHO over the covtype dataset (Fig. E2 (g)
and (h)), the best threshold factor would be 0.3 since, after this point, the C'Se falls
drastically.

From the analysis of the threshold factor parameter in the context of base classi-
fiers, we may conclude that the threshold factor value of 0.8 is suitable for the NNCR
and NNAR. As for the NDNCR and NDNAR, a better value for the threshold factor
is 0.9, even though the experiments with ECHO and the covtype dataset point out
an exception. The main conclusions used to base this configuration were two: (i) the
higher the value for the threshold factor, the better the C'Sp performance; (ii) in gen-
eral, the biggest decrease in the C'Se performance occurs after the threshold factor of
0.8 for the NNCR and NNAR meta-categorizer, and after the threshold factor of 0.9
for the NDNCR and NDNAR meta-categorizers.

In the experiments (See Section 6), we configure the threshold factor of NNCR and
NNAR to 0.8 and the threshold factor of NDNCR and NDNAR to 0.9.
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Fig. E2 Meta-categorizers’ threshold factor parameter analysis for ECHO

Appendix F Meta-Categorizers Comparison

F.1 Meta-categorizers’ query performance comparison

To compare the different implementations of the meta-categorizer we use the query sen-
sitivity (F1) and query precision (F2) measures. These measures allow the evaluation
of a meta-categorizer in the context of the two-member committee defined together
with the underlying base-categorizer, thus, the performance of the meta-categorizer is
assessed in the context of the base classifier ARM-Stream is being applied.

The QPr measure indicates the proportion of queried clusters that were miscate-
gorized by the base-categorizer. The QQSe measure quantifies the number of clusters
that were incorrectly categorized by the base-categorizer and subsequently queried by
the framework.

C¢(Miss, Hit)

@5e = Ce(Miss) (F1)
Ce(Miss, Hit)
C¢(Miss, Hit) + Ce(Hit, Miss)

Table F4 shows the querying performance of the meta-categorizers for the ECHO
classifier.

The table shows that the NDNAR presented the highest values for the QPr and
QSe measures except for the QPr in the MOA3 and KDD99 datasets. From this
result, we may conclude that the NDNAR is the best meta-categorizer to compose the
committee together with the base-categorizer.

Even though the NDNAR presented the best results, it is important to consider
that the meta-categorizer presents higher computational complexity than the NDNCR,
and NNCR meta-categorizers. In this sense, the better results obtained by the NDNAR

QPr =

(F2)
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may not justify its use as the NNCR and NDNCR reached a similar performance
presenting a lower computational complexity. Compared to the NDNCR, the NNCR
performed better for the QPr in MOA3 and the @QSe in the Syn dataset. Other than
that, NDNCR performed better than NNCR. Because of that, we chose NDNCR as
the default meta-categorizer for the experiments involving MINAS.

Table F4 Cluster Query Performance in the Loose Integration with MINAS

NNCR NNAR NDNCR NDNAR
QSe QPr QSe QPr QSe QPr QSe QPr

MOA3  63.28% 100% 63.01% 100% 87.12%  95.20% 87.12%  95.20%
Syn 90.90% 100% 100% 55% 45.45% 100% 90.90% 100%
KDD99  33.33% 75% 34.07%  75.40% 97.03% 87.33% 97.03% 89.11%
covtype 54.16% 67.99% 53.63% 66.88% 68.56%  80.09%  69.74%  80.61%

Table F5 shows that for the CDSC-AL classifier, the NDNAR meta-categorizer
achieves the highest values across most QPr and (QSe measures, suggesting it is the
most effective choice to pair with the base-categorizer in the committee. Despite its
higher computational complexity compared to NDNCR and NNCR, NDNAR/’s per-
formance gains justify its use, leading us to select it as the default meta-categorizer
for CDSC-AL in our experiments.

Table F5 Meta-Categorizer’s Cluster Query Performance for CDSC-AL

NNCR NNAR NDNCR NDNAR
QSe QPr QSe QPr QSe QPr QSe QPr

MOA3 60% 100% 60% 100% 60% 85.71% 60% 85.71%

Syn 95% 6.69% 95% 5.42% 95% 33.33% 95% 6.66%
KDD99  62.19% 7.59 94.30% 43.60% 96.34% 57.10% 97.15%  87.86%
covtype 18.77% 2.90% 99.15% 75.97% 64.59% 21.52% 99.11%  86.52%

Table F6 shows the querying performance of the meta-categorizers for the ECHO
classifier.

In the table, some cells are marked with “——". In the case where QPr is marked
with “——" it means that the committee agreed on all cluster categorizations. While in
the case where @ Se is marked with “——" it means that the base-categorizer correctly
categorized all clusters. In the cases where both the @QPr and QSe are marked with
“——"_1t means that the base-categorizer and meta-categorizer both agreed on all
categorizations and correctly categorized all clusters, so no clusters were queried by
the committee.

Based on the results presented in the table, we can infer that the NDNAR meta-
categorizer outperformed other options in terms of the @ Pr and ) Se measures, except
for the @Pr on the Syn dataset. Nonetheless, the NDNCR meta-categorizer achieved
similar performance while having lower computational complexity. Therefore, we have

33



decided to choose NDNCR as the default meta-categorizer for the experiments with
ECHO.

Table F6 Meta-Categorizer’s Cluster Query Performance for ECHO

NNCR NNAR NDNCR NDNAR
QSe QPr QSe QPr QSe QPr QSe QPr
MOA3 - - —— - —— 0% — 0%
Syn 50% 1.33% 0% 0% 50% 3.57% 100% 1.29%
KDD99 12.82%  14.70 12.82% 17.85% 46.15% 32.72% 46.15% 32.72%
covtype 0% 0% 0% 0% 37.59% 82.64% 37.59%  84.03%

Appendix G Active-Categorizers Comparison

To compare the different implementations of the active-categorizer we use the recovery
rate (F1) and corruption rate (F2) measures. These measures allow the evaluation of
a active-categorizer in the context of the cluster generated by the base classifier and
queried by thee two-member committee, thus, the performance of the meta-categorizer
is assessed in the context of the base classifier ARM-Stream is being applied.

Ce¢(Miss, Hit, Hit)

RecR = Ce(Miss) (G3)
Ce(Hit, Miss, Miss)

= 4

CorrR Ce(Hit) (G4)

The tables show that the MKCN and MKR active-categorizer presented the same
results for all datasets except covtype, where MKCN performed slightly better. Both
active-categorizers presented a CorrR higher than 0 for the covtype dataset. Both
active-categorizer obtained some improvement by going from K = 1 to K = 3. The
performance gain, however, may not justify triplicating the number of labeled data
instances required.

Table G7 Active-Categorizer’s Recovery for MINAS and NDNCR

MKCN MKR
K=1 K=3 K=1 K=3
RecR CorrR RecR CorrR RecR CorrR RecR CorrR

MOA3  87.12% 0% 87.12% 0% 87.12% 0% 87.12% 0%
Syn 45.45% 0% 45.45% 0% 45.45% 0% 45.45% 0%

KDD99 97.03% 0% 97.03% 0% 97.03% 0% 97.03% 0%

covtype 67.23%  1.02% 67.37% 0.61% 67.10% 1.23% 67.76% 0.82%

The tables show that the MKCN and MKR active-categorizer presented the same
results for all datasets. For both active-categorizers, no improvement was obtained
from K =1 to K = 3.
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Table G8 Active-Categorizer’s Recovery for CDSC-AL and NDNAR

MKCN MKR
K=1 K=3 K=1 K=3
RecR CorrR RecR CorrR RecR CorrR RecR CorrR
MOA3 60% 0% 60% 0% 60% 0% 60% 0%
Syn 95% 0% 95% 0% 95% 0% 95% 0%
KDD99 97.15% 0% 97.15% 0% 97.15% 0% 97.15% 0%
covtype  99.11% 0% 99.11% 0% 99.11% 0% 99.11% 0%

As shown in the tables, the MKCN and MKR active-categorizer presented the
same results for all datasets expect covtype, where MKCN performed slightly better.
Both active-categorizers presented a C'orr R higher than 0 for the covtype dataset. For
the same dataset, the performance of MKCN decreased from K = 1 to K = 3, while

the performance of MKR increased.

Table G9 Active-Categorizer’s Recovery for ECHO and NDNCR

MKCN MKR
K=1 K=3 K=1 K=3
RecR CorrR RecR CorrR RecR CorrR RecR CorrR
MOA3 —— 0% —— 0% —_— 0% —— 0%
Syn 0% 0% 0% 0% 0% 0% 0% 0%
KDD99  46.15% 0% 46.15% 0% 46.15% 0% 46.15% 0%
covtype  37.21% 0% 36.84% 0.006%  36.84% 1.27%  36.84% 0%
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